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Introduction

Cyber defense requires exceedingly complex, analyst-intensive systems that must operate
under constant siege. Improvements necessitate a solution approach that accounts for
architecture, people, and processes. This paper examines cyber defense priorities from
the analyst perspective, derives requirements from these priorities, and considers various
technical approaches to advance system performance through improved sensor design.

1 System Level Cyber Architecture

At scale, cyber defense is a three-stage process. First, intrusion detection systems (IDSs)
monitor network and system activity for malicious events. IDSs use hardware and software
sensors to generate alerts based on deployed security policies. Policies contain cyber event
descriptions typically in the form of Snort rules or Perl Compatible Regular Expressions
(PCRE) that are constructed by analysts using forensic analysis of attacks. Second, alerts are
consolidated into an Operational Intelligence database system, such as Splunk. This database
provides a consolidated view of potential threats and buffers the analysts from the alert
generation process. Finally, highly trained security analysts mine the alert database using
experience and a variety of analytic tools to identify and neutralize threats. These tools often
utilize behavioral techniques such as “kill chains”.! Figure 1 is a schematic representation of
a state-of-the-art cyber defense architecture.

2 Analyst’s Perspective

From the perspective of a cyber analyst the architecture in Figure 1 has two fundamental
weaknesses. First, the fidelity of the sensor-generated alert data is excruciatingly low, placing
a huge burden on the Operational Intelligence database and analyst community that uses it.

Second, the system fails to identify classes of false positives because it’s unable to evaluate
common predicted behaviors, slow in adapting to evolving threats, and too expensive to
support rich sensor fields. We will explore each of these in some detail as they drive the
requirements.

*http://www.lockheedmartin.com/content/dam/lockheed/data/corporate/documents/LM-White-Paper-
Intel-Driven-Defense.pdf



























Appendix Al

Neuro Data Microscope
Attribute Libpcre RE2 Hyperscan | FPGA ASIC?5

Qualifier "+" Yes Yes Yes Yes Yes
Negated Char Class Yes Yes Yes Yes Yes
Non-greedy
qualifiers Yes Yes Yes No No
Shy groups Yes Yes Yes Yes Yes
Recursion Yes No No No No
Look-ahead Yes No No No No
Look-behind Yes No No No No
Back references Yes No No No No
Indexable captures Yes Yes No No No
Directives Yes Yes Yes Yes Yes
Conditionals Yes No No No No
Atomic Groups Yes NA No NA NA
Names capture Yes Yes No No No
Comments Yes No Yes No No
Embedded Code Yes No No No No
Unicode Yes Some Yes Yes Yes
Balancing groups No No No No No
Variable look-behind No No No No No
Multiple
Expressions No Yes Yes Yes Yes
Dynamic
reconfiguration NA No No Yes Yes
Compiler overhead Low Low Very high Low Low
Performance/cost TBD TBD TBD 100x16 >1,000,000x'6
Performance/power TBD TBD TBD 1,000x'® | >1,000,000x'¢
Sessionization No B/s cost B/s cost Yes Yes
Pervasive analysis No B/s cost B/s cost Yes Yes
Behavioral No No No Yes Yes
Abstraction No No No Yes Yes
Consolidation No No No Yes Yes
Correlation No No No Yes Yes
Deterministic No No No Yes Yes

“Data partially extracted from, https://en.wikipedia.org/wiki/Comparison_of_regular_expression_engines

*Comparing regular expression engines is extremely complex. The above table is intended to give a general
sense of relative capabilities.

6Relative performance of WaterSlide application running “vector match RE2 kid” vs “Neuromorphic Data
Microscope kid” on a Intel Xeon E5-1650 v3 (6 core HT, 15MB cache, 3.5GHz) 583 PCRE expressions.
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