
Introduction
Cyber defense requires exceedingly complex, analyst-intensive systems that must operate 
under constant siege. Improvements necessitate a solution approach that accounts for 
architecture, people, and processes. This paper examines cyber defense priorities from
the analyst perspective, derives requirements from these priorities, and considers various 
technical approaches to advance system performance through improved sensor design.

1               System Level Cyber Architecture

At scale, cyber defense is a three-stage process. First, intrusion detection systems (IDSs) 
monitor network and system activity for malicious events. IDSs use hardware and software 
sensors to generate alerts based on deployed security policies. Policies contain cyber event 
descriptions typically in the form of Snort rules or Perl Compatible Regular Expressions 
(PCRE) that are constructed by analysts using forensic analysis of attacks. Second, alerts are
consolidated into an Operational Intelligence database system, such as Splunk. This database
provides a consolidated view of potential threats and buffers the analysts from the alert 
generation process. Finally, highly trained security analysts mine the alert database using 
experience and a variety of analytic tools to identify and neutralize threats. These tools often
utilize behavioral techniques such as “kill chains”.1 Figure 1 is a schematic representation of 
a state-of-the-art cyber defense architecture.

2               Analyst’s Perspective

From the perspective of a cyber analyst the architecture in Figure 1 has two fundamental 
weaknesses. First, the fidelity of the sensor-generated alert data is excruciatingly low, placing 
a huge burden on the Operational Intelligence database and analyst community that uses it. 

Second, the system fails to identify classes of false positives because it’s unable to evaluate 
common predicted behaviors, slow in adapting to evolving threats, and too expensive to 
support rich sensor fields. We will explore each of these in some detail as they drive the 
requirements.
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7                 Conclusions

When viewed from the perspective of an analyst, cyber defense priorities shift signi�cantly.
Component speci�cations quickly disappear behind system-level attributes such as alert �delity
and distributed behavioral analysis. Top-down analysis decomposes these attributes into 
language, function, and cost limitations at the sensor level. Transitioning cyber security 
to the next generation requires addressing the full breadth of these issues in a manner that 
is compatible with existing infrastructure and processes. Neuromorphic processors are 
well-suited to this task.

Figure 2: Analyst Vision
Addressing analyst priorities with Neuromorphic Processing Units (NPUs), such as the 

Neuromorphic Data Microscope, dramatically improves the visibility, behavioral dynamics, 
dynamic response, and robustness of cyber defense systems
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Appendix A14

14Data partially extracted from, https://en.wikipedia.org/wiki/Comparison_of_regular_expression_engines

15Comparing regular expression engines is extremely complex. The above table is intended to give a general
sense of relative capabilities.

16Relative performance of WaterSlide application running “vector match RE2 kid” vs “Neuromorphic Data 
Microscope kid” on a Intel Xeon E5-1650 v3 (6 core HT, 15MB cache, 3.5GHz) 583 PCRE expressions.
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